Using Encrypted Source Files with ACE Achronix

Data Acceleration

V11 -June 18,2024 Application Note

Designers need a way to protect their source IP, and that is often achieved by way of encrypted RTL. The Achronix
tool flow using ACE and Synplify Pro supports the use of encrypted IP to enable protection of all or part of an IP's
RTL.

Achronix supports the IEEE 1364-2005 standard of Verilog for encryption in ACE. This standard of encryption is also
supported by Synplify Pro, Modelsim/Questasim, VCS, Incisive, and Riviera.

Achronix provides a script called encrypt_ACE_IP.PL ineach ACE installation that can be used to encrypt some
or all of the RTL files in a design. This script uses a common encryption method where a random AES-128 session
key is used to encrypt the file(s) in question to create an encrypted data block. The same session key is then
encrypted within an RSA keyblock for each specific tool vendor, using the tool vendor's public key. The resulting
encrypted data block and encrypted key block are bundled together into an encryption envelope. Each tool vendor
uses its own private key to handle decryption of the vendor-specific keyblock to retrieve the session key, and
subsequently decrypt the file(s). The decrypted file is never written back to disk. Instead, after synthesis or place
and route, the design is re-encrypted before being written back out to afile.

This tutorial demonstrates how to encrypt source RTL, and use that encrypted RTL through the Achronix tool flow
using Synplify Pro and ACE.
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Figure 1 - Encrypted IP Flow Chart
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Step 1: Request the Tutorial Files

For this tutorial, two files are needed:
- Tutorial archive, Speedcore_Encrypted_Compile_RefDesign_RD016.zip

- Updated script encrypt_ACE_IP.PL

To request these files, please file a document request ticket at support.achronix.com, with the subject "ANOO8
Tutorial Files".

() Note

In order to file a support ticket, you will need to register for a support account. Details can be found in the
support article, How Do | Register for an Achronix Support Account?.

Step 2: Unzip the Tutorial Files

Unzip Speedcore_Encrypted_Compile_RefDesign_RD0O16.zip into a suitable work area. This archive
contains the following files and directories:

Table 1 - Tutorial Archive Structure

-

run_encrypt.sh Script to encrypt RTL source files

src Source file directory

Contains example ACE project file, Tcl script to load files

- /ace and run flow

. /constraints Containsthe SDC constraint file

./rtl Contains the source RTL files

Contains example Synplify project, Tcl to load design files,

-/syn log and output files
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Step 3: Encrypt Selected RTL Files

A designer can encrypt all or only some of their source RTL files by using the Achronix-supplied utility,
encrypt_ACE_IP.PL. This utility needs be run only once.

In the top level of the work area there is a shell script run_encrypt.sh which needs to be modified to point to
the appropriate versions of files and directories used in this tutorial:

1. Verify the list of files in the directory src/rtl that need to be encrypted:

rtl_list_of_files_to_encrypt="picorv32.v"

2. Change the path to the Achronix release to an absolute path that is appropriate for your site.

path_to_achronix=<path_to_ACE_install_location>

3. Verify the path to the Perl encryption script, encrypt_ACE_IP.PL:

path_to_encrypt=$path_to_achronix/Achronix-1linux/doc/encrypt_ACE_IP.PL

4. After modifying this script as needed, run it to create encrypted RTL file(s). The RTL files defined in the
variable $Srtl_T1list_of_files_to_encrypt are moved tothe directory src/rtl/

encrypt_ACE_IP_dir/ .The script encrypts the entire RTL file and then writes the encrypted files in the

same directory. The file extension of the encrypted versionsis .vp.

% ./run_encrypt.sh

If a user wishes to encrypt only a section of the Verilog code in a file, the user needs to add pragma statements
surrounding the desired encrypted section of the files.

Partially encrypted Verilog is supported in ACE, and can be useful when interfaces for modules are to be exposed,
but not the modules themselves.

'pragma protect begin
// Code to encrypt
'pragma protect end
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& Caution!

Partially encrypted Verilog is no longer supported in Synplify Pro, as of release 2022.09 and newer. Per
Synopsis: "This is an enhancement done to avoid the risk of exposing key details when RTL is encrypted
using multiple keys." . Attempting to partially encrypted Verilog in a later version of Synplify Pro will result
in the following error written to the .srr-file

@E: CG217 :"out.v":10:0:10:8|Detected partially encrypted module in out.v. This
is not supported.

To work around this restriction, simple separate the blackbox-module definitions that need to be exposed
into a separate file.

Step 4: Run Through Flow with Synplify Pro and ACE

ACE 10.0 introduced a unified ACE tool flow. This new streamlined ACE project structure and flow fully integrates

synthesis, simulation, and place-and-route into a single ACE project ( x.acxprj ) file and a single graphical user
interface. This tutorial will cover both flows:

- Discrete ACE tool flow
- Unified ACE tool flow

Select which ever flow is appropriate to the project's needs.

Discrete ACE Tool Flow

Set up the Synthesis Project

1. Change to the Synplify directory of the work area:

% cd <your_work_area>/src/syn

2. Inthe script run_synplifyPro_load_verilog.tcl, modify the variable set path_to_achronix
to point to the Achronix release area as was done for the shell script run_encrypt.sh as shown above.
3. Start Synplify Pro:

% synplify_pro

If Synplify Pro comes up with a project loaded, click on the "Close Project” button to close it
4. Load the example project by selecting File -~ Open Project... then click on Existing Project and choose the file

<work_area>/src/syn/partial_encrypted_ref_design.prj. Alternatively, a Tcl scriptis
available to create the project. Use the Tcl command window to type:
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% source run_synplifyPro_load_verilog.tcl

The Synplify Pro home screen should now appear similar to the figure below:

Synplify Pro (R) U-2023.03X-2 - [/tmp/encryption_demo/partial_encryption_ref_design/src/syn/proj_l.prj (Unsave... ~ ~ x

<> Tl File Edit View Project Run Apalysis HDL-Analyst Options Window Web Help = 3]
BB e B &g @ B ¢ ows
_ Synplify Pro®
2 Run ynp. fy
Ready

?} Open Project... = Project Files Design Hierarchy Project Status Implementation Directory Process View

T Close Project Achronix Speedster7t : ACTIFSCO4A100R1 Project Settings

Add File v @ [proj_1] - /tmplencryption_demo/partial_e|

= b @ Verilog Project Name | |Implementation Name
By Change Flle... b [ Logic Constraints (SDC)
45 Add Implementation... i rev_1 (=) Run Status
% Implementation Options... Job Name Status | | /A | () :i'::e :;:L Memory Date/Time
BR Add P&R Implementation Commil

ompiie Complete
&, View Log Input
Frequency (MHz: Premap | 54"
L 0 (ETiEE Map & out-of-

Autematic Compile ... - 4 L SEHMIEEg) date

B proj_1* <out of date>

Infermation =
License: synplifypro achronix from server cad2
Licensed Vendor: achronix

* cd /tmp/encryption_demo/partial_encryption_ref design/src/syn
* source run synplifyPro_load verilog.tel

3 -

TCL Script | Messages

LI B

Figure 2 - Synplify Pro Home Screen After Loading/Creating the Project

5. Expand the Project File tab's Logic Constraints and Verilog folders, and if necessary, scroll to the bottom.
Notice that the encrypted RTL file ( . vp file extension) is listed just above the top-level RTL file

(picorv32_axi_top.v ), which is always listed last.

Compile the Design in Synplify Pro

1. Click on the Run button to compile the project. The synthesis is complete when the status reports Done.
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Synplify Pro (R) U-2023.03X-2 - [/ftmp/encryption_demo/partial_encryption_ref_design/src/syn/proj_l.prj (Unsave... ~ *
> 5] File Edit View Project Run Analysis HDL-Analyst Options Window Web Help EEIE
HF#EH O 2 0B 4 9@ BT @ ws B o0
H @
2 Run ‘\Synphfy Pro .
'Done: 0 errors, 10 warnings, 61 notes
B Open Project... “| Project Files | Design Herarchy Project Status | Implementation Directory | Process View
T Close Project Achronix Speedster7t : ACTtFSC04A100R1 = =
|2 Add File v @ [proj_1] - ftmp/encryption_demorpartial_g| | | — .
¥ [ Verilog Project Name | proj_l|Device Name fgﬂisi;ri;géggee 1
Hs Change File... i picorvaz.vp [work] -
Add Implementation... 41 picorva2_axi_top.v [werk] >WARN | [Implementation rev_1|Top Module [auto]
¥ (2 Logic Constraints (SDC) HEmE
Implementation Opticns... — & ace_timing.sdc Pipelining 1 Retiming 1
- 1
Add P&R Implementation G rev_ ESEER 1 Fanout Guide 200
Sharing
View Log
Disable 1jO 1 Disable Sequential o
Frequency (MHz): Insertion Optimizations
@ | (8 Auto Const. Clock a FSM Compiler a
| Conversion
Automatic Compile ... “ — b
==
B pro_1* |
Information [=]ES]
¥ Tue Jun 4 15:44:27 2024 [«
Return Code: 1
Run Time:00h:00m:14s
complete: Map on proj_l|rev_1
Complete: Logic Synthesis on proj_].lrev_l
8 =
s =
TCL Script | Messages
) S ]

Figure 3 - SynplifyPro Home Screen After Project is Compiled

2. Exit the Synplify Pro session by selecting File — Save and File - Exit.

3. Confirm that the modules defined in run_encrypt.sh are notreadableinthe rev_1/ picorv32_axi

top.vm output Verilog file from Synplify Pro.
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Mate Terminal
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Figure 4 - Sample

Set up the ACE Project

1. Change directories to the ACE work area, and launch ACE:

% cd <your_work_area>/src/ace
% ace

ints/ace_timin
face_timing.sdc "
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ACE - Achronix CAD Environment - Version 10.0.1
File Edit Actions Window Help

=] & i of @O |HER®EHEHSLE e 0 Q
% Projects x = B | [ Ooptions x = g = 8
o2t B~ &

g

This area will display reports, logs, and editors.

@ Flow x | B Multiprocess = g

B e | = 8
~ =] &3 IP Configuration

[] & Generate All IP Design Files
» [=|€ RTL Simulation

=] Tcl Console x

v [=| & Synthesis = | B @] B & = O
& & Run Synthesis -- ACE -- Achronix CAD Environment -- Version 10.8.1 -- Build 590980 -- Date 2024-06-@
["] & Run Gate-level Netlist Simulai| ~- (c) Copyright 2006-2024 Achronix Semiconductor Corp. All rights reserved.

} [=|& Place and Route -- all messages logged in file /home-tahoe-né/karlkoehler/.achronix/ace 2024 86 84 16 1

» [=/& Design Completion TNFO -

lirense_ace-ul A on _server cadl?-8 achronix 1ocal (9791 nf GRAA lirenses availahl

} [=|{@ FPGA Programming

cmd>

-

-

. 86M of 512M |@

Figure 5 - ACE GUI before Loading a Project

() Note
Ensure to remove any existing project from the Project Perspective's Project tab.

2. Load the example project by clicking on File — Load Project... and selecting <your_work_area>/src/

ace/partial_encryption_ref_design.acxprj ,then click Finish. Once the project has loaded,
double-click Generate Final Simulation Netlist in the Flow window to run the project through the flow.
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File Edit Actions Window Help

ACE - Achronix CAD Environment - Version 10.0.1

+ [=| €y IP Configuration

[ | & Generate All IP Design Files
» [=| € RTL Simulation

+ [=| € Synthesis

[+ & Run Synthesis

|| & Run Gate-level Netlist Simulat
» [=| & Place and Route

» [=|@ Design Completion
» [=| @ FPGA Programming

) (=) (=
2 HB&if @ RIE M EHELLE R e ] Q
 Projects x = O ||| options x = O = A
ElEE | B & R
§

This area will display reports, logs, and editors.

S0 Flow x | B Multiprocess = B

B | =

[E] Tel Console x = pRE @& BB &8 = O
-- ACE -- Achronix CAD Environment -- Version 18.0.1 -- Build 590988 -- Date 2024-06-6

-- (c) Copyright 2006-2024 Achronix Semiconductor Corp.

ALl rights reserved.
-- all messages logged in file fhome—tahoe—nﬁfkarlkoehlerf.achronix{ace_2924_96_94_1t{§1

TNFN- lirence are-ul A _an _cerver cadl12-8 achroniy Iocal

(9791 _nf 98AA lirencec auvailahl

(4 =R UEL T[T ddpartial encryption ref design.acxprijg

il

I 47M of 512M |@;

Figure 6 - ACE GUI Loading

3. After loading the project, the screen should appear as follows:
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ACE - Achronix CAD Environment - Version 10.0.1 - partial_encryption_ref design->impl_1 (AC7TtFSC04A100R1) v '~ X
File Edit Actions Window Help

2 HB & DR IEM®EBEESLE E e | Q
[ *Projects x . = O | [|options x = O = B
EEEE BEx & - Project: partial_encryption_ref

: Implementation: impl_1

| » & partial_encryption_ref_design (IO LRIV L ELE

» Simulation

» Synthesis

» Place and Route

» Advanced Place and Route

» Timing Analysis This area will display reports, logs, and editors.

» Report Generation

%, Flow x | B Multiprocess = g » Bitstream Generation
» FPGA Download

Bk = §
~ [=| €y IP Configuration
[ | & Generate All IP Design Files
» [=| € RTL Simulation

& Tl Console x‘ = B lolal B2 g = 8
v
E]a 5ynthe5|s S5EL_LmpL_opLion: Ine OpLion ndmeg "use_Dus WITES™ 15 NoUL UE1LNET 1 LNLls VETsLON OF Al

[+ & Run Synthesis
|| & Run Gate-level Netlist Simulat

» =/ Place and Route + impl opti T - d "writ tlist sdf prefix" i t -ted with fabr
» =@ Design Completion set_impl_option: The option named "write netlist sdf prefix" is not supported with fabr

set_impl_option: The option named “"write netlist sdf" is not supported with fabric AC7t
set impl option: The option named "write netlist sdf corner" is not supported with fabrl

» [=|{& FPGA Programming cnd> -

I 43M of 512M |@
—

Figure 7 - ACE GUI Project before Running

4. Because synthesis has already been run, uncheck the "run Synthesis" flow step.
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File Edit Actions Window Help

ACE - Achronix CAD Environment - Version 10.0.1 - partial_encryption_ref design-=impl_1 (AC7tFSCO4A100R1l) v ~ X

I » £ partial_encryption_ref design

I SR 4 DI@RIHMEMEE FIE el Q
@ Projects x = 8 ||| options x = 8 = g
EdEE B B B8 SR 3 Project: partial_enc

Implementation: impl_1

-~

Project Options

Simulation

-

-

Synthesis

Place and Route

-

Advanced Place and R

-

This area will display reports, logs, and editors.

-

Timing Analysis

-

Report Generation

oo
0
u

% Flow X 0k =

Bitstream Generation

v [=| & IP Configuration

[ ] & Generate All IP Design Files
» [=| € RTL Simulation
~ [=| & Synthesis

["] & Run Gate-level Netlist Simulation
+ [=| & Place and Route
[=] & Run Prepare
[=| & Run Place
[] A& Run Post-Placement Timing Analysis
[=] & Run Route

FPGA Download

-

= Tcl Console x o | BE | DAy

-- all messages logged in file /home-tahoe-n6/karlkoehler/.achro

i = 0

cmd> restore_project "/tmp/encryption_demo/partial_encryption_re:

INFO: License ace-v1.0 on server cadl2-8.achronix.local (9791 of
cmd> disable flow step "run_synthesis" I

cmd> =

I 44M of 512M |@;

Figure 8 - Unchecking

Alternatively, in the Tcl Console type following command to set up the project and run the flow:

source run.tcl

V1.1-June 18,2024
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ACE - Achronix CAD Environment - Version 10.0.1 - partial_encryption_ref design->impl_1 (AC7tFSC04A100R1) ~ ~ x
File Edit Actions Window Help

S = TIO@RIHBPE@ELE Ee QE DS Q
i Projects x = B | [ Options x = O || [& Placement Re... | [£] Routing Repo... x @ ™ = 0
2 WE B & v | Poex artial_encryption_re - I
) _ pata encyPion Sl Routing Report
g Implementation: impl_1
" " " - 5 ACER- Achronix CAD Environment -- Version 10.0.1 -- Build 580960 -- Date
A E BT e LG i LY | * Project Options 2024-06-03 23:13
Design: partial_encryption_ref_design - impl_1 - picorv32_axi_top
» Simulation Device: ACTtFSCO4A100R1
i = Generated on Tue Jun 4 16:22:13 2024
%FIDW X | B Multiprocess = b Synthesis Host: fel7 achronix.jocal
L I » Place and Route Routing Summary
h EJE Place and Route » Advanced Place and Route placed 2554 of 4564 instances.
l;l\? Run Prepare [15 wamings] » Timing Analysis routed: 4690 nets (of 4680 routable)
EJ¢ Run Place [5 Wammgs] - source without sinks V]
["] & Run Post-Placement Timing (o Gl (UL Single infinout pin 530
[=]+# Run Route [5 warnings] » Bitstream Generation driven by a port 0
[##4# Run Post-Route Timing Anal; » FPGA Download undriven 0
[ & Generate Post-Route Simula driver not placed ]
[ & Run Post-Route Netlist Simu driver s a blackbox o
| [=)- DesignCompletion —
EJ\¢ Post-Process Design B Tcl Console x & B OIA BB 8 = 8

|=|4# RuNn Final DRC Checks [1 wa
[+ +# Run Sign-off Timing Analysis
[+« Generate Final Reports

[ & Generate Final Simulation N
[ & Run Final Netlist Simulation

» (=@ FPGA Programming

LOMPLELEU LIdansmiLLing meLdudld.
Profile SendClockDomains Tcpu 1:05/+6(0+0) Twck 9:39/+6 Mpk 2188/+0.0 Mcur 1846/+0.0
GUIProfiling: Clock Nets data read in cputime ©.08 seconds (usertime ©.01 seconds systel

GUIProfiling: Clock Nets data parsed in cputime ©.00 seconds (usertime ©.00 seconds sys
L]

cmd> =

s-of 512M ‘@

Figure 9 - ACE Screen After Project Compilation

5. Exit from ACE. Inspect the resulting Verilog output file in impl_1/output/ picorv32_axi _top.v to

confirm that the modules defined in run_encrypt.sh are encrypted in the ACE output.

Unified ACE Tool Flow

Set up the ACE Project

1. Ensure that Synplify Pro is available. Set the "ACX_SYNPLIFY_TOOL_PATH" environment variable. On the
bash shell:

export ACX_SYNPLIFY_TOOL_PATH="which synplify_pro’

If using C-shell, then the following will do the same:
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setenv ACX_SYNPLIFY_TOOL_PATH ‘which synplify_pro®

2. If ACE was already started but the the synthesis step did not run, this situation can still be easily fixed by
entering:

set ::env(ACX_SYNPLIFY_TOOL_PATH) /path/to/synplify_pro

3. Then add the files to the project:

ACE - Achronix CAD Environment - Version 10.0.1 - partial_encryption_ref design->impl_1 (AC7tFSC04A100R1) (~) (~) (x
File Edit Actions Window Help

2 R e @ Y IR ®BESLE e

P QEe 2 & Q
{ *Projects x = B || options x = 0 |[|[Z Placement Re... | [ Routing Repo... X
B 2w B & v || Project: partial_encryption_rei Routing Report
g Implementation: impl_1

Add RTL Files to "partial_encryption_ref design”
 Recent 4 | partial_encryption_ref_design = src | rtl | encrypt ACE_IP_dir | »
12+ Home Name v Size Modified
|} picorv32.v 92.4kB 13 May 2019

m Desktop B picorv32.vp 1288kB 1515

[ Documents

+, Downloads

dd Music

A Pictures
*_* -
Cancel Open

GUIProfiling: Clock Nets data parsed in cputime 0.00 seconds (usertime 0.00 seconds sy

= @ Place and Route cmd> add_project_source_files {{/tmp/encryption_demo/partial_encryption_ref design/src/i

=| & Run Prepare

=| & Run Place cmd>

Mate Terminal - of 512M |@ :

Figure 10 - Adding Encrypted RTL Source File to the ACE Project

4. Add both the unencrypted top-file and the just encrypted file to ACE as RTL source file (using '*.*' as filter).
The project should now appear as follows:
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ACE - Achronix CAD Environment - Version 10.0.1 - partial_encryption_ref design-=impl_1 (AC7tFSC04A100R1) ~ ~

v [=| & Place and Route
[=] 4 Run Prepare
[=] & Run Place
[} & Run Post-Placement Timing
[=] 4 Run Route
[+ 4 Run Post-Route Timina Anal'

T ST @ YIE M@ EESL E e e ] Q
i *Projects x = O ||[£] Options X = O || & Clock/Reset ... [E partial_enc... x| 77 = B
e 2 1//
=5, = B — . .
&2y B> & ¥ || Project: ’ !Jartlaliencryptlonirel 2// Written by Synplify Pro I
g Implementation: impl_1 2 // Product Version "U-2823.83X-2"
. R 4// Program "Synplify Pro", Mapper "map202383:
~ i partial_encryption_ref_desigi | * Project Options 5// Tue Jun 4 16:45:21 2024
+ (=Source b ST 6// Part : ACTtFSCO4A100R1CORECI
=P 7// Project path : /tmp/encryption_demo/parti:
+ Synthesis 8// Implementation : rev_acx
~ [=RTL - = 9/
[ picorv32.vp b [FLEIE BT LTS 16 // source file index table:
» Advanced Place and Route 11// Object locations will have the form <file:
B el Mgy o i 12// file @ "\susr/local/cad/synopsys/Synplifyl
» (= Synthesis » Timing Analysis 13// file 1 "™\/usr/local/cad/synopsys/Synplifyl
+ (= Place and Route = 14 /7 file 2 "\/usr/local/cad/synopsys/Synplifyl
[ Ll S 2 e 15// file 3 "\/usr/local/cad/synopsys/Synplifyl
} Bitstream Generation 16 // file 4 "\/mnt/scratchll/builds/Achronix/r¢
Elow >-<| Multi rocess‘ =7 17/ file 5 "\/mnt/scratchll/builds/Achronix/re
% b P + FPGA Download 18 4/ file 6 "\/mnt/scratchll/builds/Achronix/re
B O g 19// file 7 "\/mnt/scratchll/builds/Achronix/re
. 20 /7 file 8 "\/mnt/scratchll/builds/Achronix/re
A Synthesis 214/ file 9 "\/mnt/scratchll/builds/Achronix/r¢
£
[ & Run Gate-level Netlist Simull | & Tcl Console x = B @8 BB & = 8

Running Synplify Pro from: /mnt/scratch2l/karlkoehler/main/apps/tools/synplify pro

U-2023.083X-2

Generating Synplify project file from ACE project options in: /tmp/encryption demo/part

cmd>

[

- 512M |@ - TCL: run -step "run_synthesis": (0%)

Figure 11 - Running the Synthesis Flow Step in ACE

5. Just as with Synplify, source files can be dragged and dropped into the correct order. Ensure that the file
containing the top module is at the bottom. Now click the Run button to complete the flow.
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ACE - Achronix CAD Environment - Version 10.0.1 - partial_encryption_ref_design->impl_1 (AC7tFSC04A100R1) ~ ~ x
File Edit Actions Window Help

2| e oy EMBme e wh oo é Q
% Projects x = O || | options x = O || [ utilization ... ‘ [2 Timing Repo... x | ™7 = B
CEwWE By B 8| Poet artial_encryption r|| o- - I
) _ pare encyPROLT Timing Report - Routed
2 Implementation: impl_1
= = ACE -- Achronix CAD Environment -- Version 10.0.1 -- Build 580980 — Date
~ & partial_encryption_ref_design + Project Options 2024-06-03 23:13
- - - Design: partial_encryption_ref_design - impl_1 - picorv32_axi_top
w (= Source » Simulation Device: ACTtFSC04A100R1 C1 0.90V OC
Generated on Tue Jun 4 16:56:01 2024
=11 » Synthesis Host: fel7.achronix.local
v E>RTL Timing Analysis at: C10.90V OC
[, + Place and Route Time unit: 1 ns
» Advanced Place and Route
Flow x Multiprocess = 0 —— .
0& % P 4 TIITIII'Ig Analysls « Current Results Summary
= « Current Results Details
B = § » Report Generation
¥ [= & IP Configuration » Bitstream Generation
B |_| & Generate All IP Design Files » EPGA Download
b =/ & RTL Simulation Summary
e EJ& SynthESis « Critical Timing Paths - Slow Corner - Setup (max)
(W Run Synthesis « Critical Timing Paths - Slow Corner - Hold (min}
[] & Run Gate-level Netlist Simulatior = S—
+ =& Place and Route El Tel Console > B @& G B 8 |
[=]«# Run Prepare [14 warnings] ] ‘ )
(=)o Run Place [5 warmings] Overall flow completed in 5 seconds. Peak memory usage is 2188 MB. Cputime 4 secor
[] & Run Post-Placement Timing Anall
[=]+ Run Route [5 wamings] Progress run deviation ©.640000
——
—_ — cmd> ™

Figure 12 - Successful Synthesis Run in ACE

6. Once synthesis completes, the place-and-route source files now contains the fully-encrypted netlist. Verify
the fact that the file is indeed encrypted by double-clicking the file name in the GUL. If the place-and-route

netlist is not encrypted, double-check that the unencrypted .v file was not added by mistake.
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File Edit Actions Window Help

ACE - Achronix CAD Environment - Version 10.0.1 - partial encryption_ref design-=impl 1 (AC7tFSC04A100R1) ~ ~ %

w (= Netlists
[ B partal cnaypion ret design implLvm |
» (= Constraints
» (=Simulation
» (= Output

& | [ & i of @ % i|HM®EHR:LE:Ee i J N Q
L
(4 Projects x = 8 | [= options x = B || [ partial enc... X s = B8
= S. = . . 57 "pragma protect key keyname="ALL
oS W E I & BREA x 3 Project: . !)artlal_encr_ 58 “pragma protect key_methodz"rsa'l
~ # partial_encryption_ref_design Implementation: impl_1 59 “pragma protect key block
« (= Source = = 60 DaPMtsLAVEQYEirykCCMdivDaOBLBPx]
+ Project Options 61 NT7pniy5N6ZRP1z5ZVw3cqH7OPGVgODC
&IP b HLOERED 62 VEDGCXvE2dWYPkIaBfeeb/WOBGNFPGT1
« (=RTL 63 dpCd9WDLTId3V7Y7i0bHwsudkkwrx/Ug
E picorv32.vp + Synthesis gj 31avz718pq3NTT4kIevdByUNGACLOYAY
= picorv32_axi_top.v + Place and Route 66 ‘pragma protect encoding={enctyf
» (= Synthesis » Advanced Place and Ra 7 pragma protect key keyowner="Al
68 ‘pragma protect key keyname="ALL
~ & Place and Route » Timing Analysis 69 “pragma protect key method="rsa’

70 “pragma protect key block

b LI e 71 eQOrFRgV/Ruy6WLLFXy ILWPTXap+1Q7T

} Bitstream Generation 72 118Xjhla35ZmbIFsonr928yc/qpo+L3e
73 06d919dh/ImGyAr6DxB8aMGCsGeleaXc
+ FPGA Download 74 dI7P+kCpQtdCR1lyQePcnsmpmGaiAhr/n
75 niYtMbSC1TBSofsZ3nDFpDexDlwlnlR1

76

7

-
!

“pragma protect encoding=(enctyg

% Flow X | i Multiprocess B0 ®E § = O

~ =] & Synthesis
[v)+ Run Synthesis I

|_| & Run Gate-level Netlist Simulation
~ (=] @ Place and Route

I_

= Tel Console = Bl Ola) BB 3 = 8
FIolLLe SENurdeeEmeniudld 1Cpu LI32/+uU(u+y)] IWCK 30121/ +U MpPK £164)

Transmitting routing visualization data...
GUIProfiling: Routing data read/parsed in cputime 0.04 seconds {us.I

Completed transmitting routing visualization data
L —

cmd> ™

Figure 13 - Viewing the Automatically Generated Encrypted Gate-Level Netlist in ACE

Supported Simulation Tool Versions

This tutorial does not take users through running the encrypted Verilog files in a simulation; however, below lists
the simulation tool versions that support encrypted netlist files:

Simulator

ModelSim/Questasim

VCS

Riviera

IES

Support Version

v10.1c or newer
G-2012.09 or new
Riviera-pro-2011.10 or newer

15.20-s008 or newer
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